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Chapter | Introduction

Milesight VMS Enterprise supports User Management and Role Management, which can
be used to manage the user’s permission. User management and role management enable
authorized users to use authorized functions normally and legally, but exclude
unauthorized users, which greatly protects account security.
® User Management
Users can be added, modified and deleted from the User Management page in “Milesight
VMS Enterprise Client”. Several properties of a user including User Name, Password,
Confirm password, Role, Email Address and Remark can be configured.
® Role Management
Role Management supports configuring the same functions and operation permissions for
multiple users under a role. The resource access of role includes Function, Operation,
Camera and Layout. There are four types of role which can’'t be deleted by default,
including Owner, Administrator, Operator and Viewer. Also, you can add or delete
customized roles. Different roles have different resource access:
Owner: There can only be one user who is Owner, which is the user added when the
system is created, and the priority of role is highest.
Administrator: Own full access to function and operation permissions, resource
access including Camera and Layout.
Operator: Own part access to function and operation permissions, resource access
including Camera and Layout.
Viewer: Own part access to function and operation permissions, resource access
including Camera and Layout.
Customized roles: You can customize the role permissions.
You can configure cameras for the customized roles. The administrator and owner can
share their configured layout with the users under the role, so that users under the
customized role can access to the devices in the layouts.

® The application of User&Role

User&Role can be used in E-map and Event Rule Settings. You can configure the user’s
permissions on the E-map. And you can configure show notification to the specified users.

Chapter Il User Settings

2.1 User Management

1. How to add a user

Step1: Click the button @ AddaUser i the Settings -> System & Servers -> User

VMS Enterprise User Settings
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Settings -> User Management interface.

G Live View {& Playback [ Smart Analysis ta E-Map 8 Logs

[ Das
18 oo : ithiaidie i

] Basic Information

S5 Client Settings

Step2: Set the User Name, Password, Confirm password, Email Address and Remark as
you want. And select a Role for the user, which include Owner, Administrator, Operator,
Viewer and other custom roles.

Note:

1. There can only be one user who is Owner, which is the user added when the system is
created, and the priority of role is highest.

2. The password must contain at least 8 characters and cannot consist of only digits or
letters.

& Live View { Playback (& Smart Analysis #a E-Map 8 Logs g N

[u&] pashgoard

Role Management

] Basic Information

User Name
Password
Confirm Password

Role

Administrator

Email Address %

Step3: Configure user expiry date. When the user date expired, the user can’t login into
the VMS system.

Note:

The user whose role is Owner never expire by default.

VMS Enterprise User Settings
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G Live View & Playback

(€] DashBoard

S% Client Settings

Role Management
Q
2 s

2, admin

® Addauser

[Z] Smart Analysis
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s E-Map 8 Logs
—_—

Basic Information

User Name

password

Confirm Password

Role

Administrator

Email Address

Remark

User never expire
Expiry Date
2021 b B

Change password periodically

Change password when first login

o M B L A — & X

2 admin v

Step4: Configure three security questions for users, and each user can modify only his or
her own security questions. Users need to answer these security questions before

resetting the password, which greatly improves security.

(G Live View
[ DashBoard

T Devices

& system &Servers

E% client Settings

& Playback & Smart Analysis ta E-Map 8 Logs

Role Management

Q
2 123abc E
2, asedet ©>
2, def «© >
2 visitor ©>

@ Addauser

Role
Administrator

Email Address

Remark

© User never expire

Change password periodically

Security Questions

Question 1
What's your father's name?

Answer 1

Question 2
What's your favorite sport?

Answer 2

Question 3
What's your mother's name?

Answer 3

VMS Enterprise User Settings
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Question1: What's your father's name?

Question2: What's your favorite sport?

Question3: What's your mother's name?

security protection. Change the password every 10 days, 30 days, 60days, 90 days or
customize days are optional, and the system will prompt you to change the password
periodically.

(& Live View & Playback & Smart Analysis e E-Map B Logs X o rbe e

) oas
18] Dashsoard Role Management

Q Role
Administrator
2 123abc > Email Address
2, asedef Q> Remark
2, def «

word periodically

® Addauser > S 30 days
60 days

90 days

What's your mother's name?

Answer 3

Step6: Configure to change password when first login. The system will automatically
prompts you to set a new password at first login. This option is supported for better
security protection, too.

VMS Enterprise User Settings n
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& Live View & Playback & Smart Analysis $a E-Map g Logs g R
- — =
B8l Bachticard Role Management
LS Basic Information
UserName
2 o N
anc
2 abc { @) Password
2, 123 [ o) Confirm Password
e ©> role
aministator
) y Email Address l

6 Client Sett

Remark

£ User never expire
Change password periodically

@ Change password when first login
R

Change Password

ord at first login.

Confirm

Password was reset successfully!

Step7: Click the button m to save the basic information for user. And the user will

be created to the user list.
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& Live View & Playback (& Smart Analysis & E-Map 8 Llogs

€ Das
(88} .DashBoard Role Management

Q Basic Information

2, aduin

® addauser

Step8: Click the icon » toggle to enable or disable this user.

Note:

1. The created users are enabled by default. When logging in to the VMS Client system,
the user cannot disable itself.

2. If user is disabled, then the VMS Client system which the user login to will logout
compulsively and pop up a reminder window “User has been disabled or deleted, please
contact administrator”.

B4 Wlacs RO L - 8 x
& Live View & Playback & Smart Analysis e E-Map 8 Logs

€] DashBoard
€] Dashoar Role Management

Q Basic Information
2, admin 5
@ Addauser > Confirm Password

® User never expire
Change passw

Change password when first login

Delete

2. How to modify a user

Step1: Click a user which you want to modify.

VMS Enterprise User Settings B
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e MRas B &2 & — 8 X
G Live View & Playback & Smart Analysis % E-Map 8 Logs 3 A
€] pashsoard Role Management
Q Basic Information
2, admin B
213 » > Pa;swwd
2 > Confirm Password
® AddaUser G
Adminis! trator
Email Address H
5% Client Settin
Delete
Step2: Modify the information you want to change.
Note:
1. The Role attribute of user whose role is Owner cannot be modified.
2. The user name must be unique.
&7 Wmaox BR3% 2 -5 x
G Live View & Playback & Smart Analysis & E-Map 8 Logs .
h"“ B Role Management
Q Basic Information
2, admin >
2 123 » > Passwordr
2 m > Confirm Password
@® AddaUser KEK
S% Client Settings E

Step3: Click the button to save the modified information. And a successful

configured message will pop up in the lower right corner.

Note:

When you click other buttons outside the control panel before save the modified
information, a window will pop up to inform you “Configuration is not saved, discard

changes?”

VMS Enterprise User Settings



Milesight

G Live View &
DashBoard

Devices Q

Device Management

Playback
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@ Addauser
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[ Smart Analysis a E-Map B Logs
Role Management

Basic Information

User Name

123abc

»> Password

Confirm Password
Role
Administrator

Email Address

Remark

User never expire
Change password periodically
Change password when first login

o Mes B & & - & X

(&l Live View &

DashBoard

Muli-Monitor

Playback

2, admin

& 123abc

(& Smart Analysis

E-Map 8 Logs

Role Management

Basic Information

User Name

123abc

©> Password

@ Addauser > Confirm Password

Role
Administrator

Email Address

Remark

& User never expire
Change password periodically
Change password when first login

B Whass W% & & — & X

2 admin v

Configuration successful

Automatically close the dialog box after
3seconds

3. How to delete a user

Step1: Click a user which you want to delete.

VMS Enterprise User Settings
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G Live View & Playback [ Smart Analysis ¥ E-Map 8 Logs

[ DashBoard
€] DashBoar Role Management

Q Basic Information

“User Name

123

Change password when first login

Step2: Click the button , and a reminder window “This user will be deleted” will

pop up. Click the button to delete the user.

Note:
If you check the checkbox to keep user history data and even if click “OK” button to delete
the user, then tag or locked recording video files added by user can still be kept.

Q This user will be deleted.
i

& 111 - Administrator

2.2 Role Management

1. How to manage roles

There are four types of role which can’t be deleted by default, including Owner,
Administrator, Operator and Viewer. Also, you can add or delete customized roles. You
can create multiple users under a role, then all users under the role will be listed in the
User List.

Note:

VMS Enterprise User Settings n
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You can click the A button to delete the user under the role.

& Live View & Playback (& Smart Analysis & E-Map 8 Logs .
—
&8 Dashe
3 fDashBoard User Management
Q Permissions
28 Administiator Basic Information
Role Name
24, opea
28 vi
5
28, ABC
User List
@ addarole 5 E
1 123abc X
2 12

(1) How to add customized role

Step1: Click the button @ AddaRole |, the Settings -> System & Servers -> User
Settings -> Role Management interface.

G Live View & Playback & Smart Analysis & E-Map B Logs
[ Dashgoard

User Management

Basic Information

Role Name

Remark

Step2: Set the Role Name and Remark you want.

VMS Enterprise User Settings E
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BB20% WRs2% B L4 4 - & X

- - = " 0 o E- F
(G Live View & Playback & Smart Analysis ta E-Map B Logs o o~
—
s8] Dashgoard User Management
I Devices £y
Basic Information
3 Role Name
22 Administrator
visitof
Remark
28, opentor > e
e ]
@ AddaRole >

Step3: Click the button m to save the Basic Information for role. And the role will

be created to the role list.
Note:
The role name must be unique.

&% s Bl i A - & X

@& Live View & Playback & Smart Analysis & E-Map 8 Logs o min o
— e
Sl
‘IL Dashecard User Management
FW Devices ] WO permissions  Cameras  Layouts
2% At 5 Basic Information
Role Name
hedue
2%, operator o Visitor
5 system & Servers
. Remark
&% Viewer >
28, visitor >
@ AddanRole > User List E

[ o | e | o |

Delete Role

(2) How to modify a role

Step1: Click a role which you want to modify.

VMS Enterprise User Settings
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B2 MRass GHox & 4 — & X

& Live View & Playback (& Smart Analysis & E-Map 8 Logs .
_ =
= D ] I Permissions Cameras Layouts
P
e 28 Adminbtator Basic Information
o Role Name
2%, operator > ABC
28, Viewer il
® AddaRole > User List H
I T
Step2: Modify the information you want to change.
e @S B & A4 — & X
(& Live View & Playback (& Smart Analysis 8 E-Map 8 Logs PR

E—
&l DashBoard User Management

EY asic In 0 Permissions  Cameras  Layouts

Basic Information
22 Administrator

Role Name
24, Openator 5
Remark
28, Viewer
2t >
@® AddarRole > User List

S% Client Setting:

Step3: Click the button to save the modified information. And a successful

configured message will pop up in the lower right corner.

VMS Enterprise User Settings
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(& Live View {& Playback (& Smart Analysis & E-Map 8 Logs A .
User Management
< s (| Permissions  Cameras  Layouts
- Basic Information
22 Administrator
Role Name
2 creentor N Vistor
Remark
28, Viewer
23, visitor
® Addarole > User List H

I T

>

Configuration successful

Automatically close the dialog box after
3 seconds

(3) How to delete a role

Step1: Click a user which you want to delete.

R ~ ; o E- 3
(& Live View {> Playback & Smart Analysis ta E-Map 8 Llogs o aumin o
—
S User Management
Q In a Permissions Cameras Layouts

A Basic Information
22 Administrator
Role Name

2%, operator > ABC

Remark
20
22, Viewer

@® Addarole > User List H

I T T

E% ClientSettings

Delete Role.

Step2: Click the button Delete Role and a reminder window “This role will be deleted”

will pop up. Click the button to delete the user.

VMS Enterprise User Settings
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& Live View & Playback (& Smart Analysis & E-Map 8 Logs

€ DashBoard

User Management
Y SONEUEEIE  permissions  Cameras  Layouts

o Basic Information
22 Administrator

Role Name

2¢, operator > ABCoEF
Remark
2%, Viewer

22, ABCDEF >

® Addarole > User List H

Delete Role

Q This role will be deleted.
a8

2 ABCDEF

2. How to configure role’s permissions

Different roles have different functions and operation permissions, resource access
including Camera and Layout.

(1) Administrator

Own full access to function and operation permissions, resource access including Camera
and Layout. Even if Camera and Layout pages are not displayed, Administrator has full

access to camera and layout of VMS system by default.

VMS Enterprise User Settings
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1) Dasl
) DashBoard User Management

EY Basic Information

s Function
&2 Administrator >
Live View

. 7 Live View PTZ Control
22, operator
Live View User Input (PTZ Settings, Talk, Image Settings ...)
Live View Manual Record & Snapshot
22, viewer > View Archive(Playback, Retrieve)
2 Export Archive(Playback, Retrieve)
Manage Locked Files
2
2%, aBcoEr > AllUsers Individual
Add & Manage Tags
Allusers individual
- @) fiserEn 2 Smart Analysis
S5 Client Sett csntLogs

Audit Trail
E-Map
Video Wall

Control & Edit control

Operation

Devices
Device Management

7 Device Configuration & Device Events
Camera Record Schedule

System & Servers
System Settings

% Server Settings
Event Rule Settings

User Settings (Manage Operator and Viewer Users)

(2) Operator

Own part access to function and operation permissions, resource access including
Camera and Layout. Even if Camera page is not displayed, Operator has full access to
camera of VMS system by default.

Note:

1. The Operator has more access than the Viewer, like the Operator can operate the
devices and access the Video Wall and Event logs.

2. The Layouts will be introduced in next part. About Layouts

e oeren
{1i2 2= nad User Management

Basic Information P Layouts

Q

e Function
22 Administator

Live View

- 2 Live View PTZ Control
23, operator >
Live View User Input (PTZ Settings, Talk, Image Settings ..)

Live View Manual Record & Snapshot
22, viewer > View Archive(Playback, Retrieve)
Export Archive(Playback, Retrieve)
Manage Locked Files
2%, ABcoEF > AllUsers Individual
Add & Manage Tags
All Users Individual

® Addarole Smart Analysis

Z6 Client Settings Event Logs

Audit Tral
E-Map
Video Wall

Control & Edit control

Operation

Devices
Device Management

7 Device Configuration & Device Events
Camera Record Schedule

System & Servers
System Settings
Server Settings
Event Rule Settings

User Settings (Manage Operator and Viewer Users)

(3) Viewer

Own part access to function and operation permissions, resource access including

VMS Enterprise User Settings



I\ﬁlesight BETTER INSIDE, MORE IN SIGHT

Camera and Layout. Even if Camera page is not displayed, Viewer has full access to

camera of VMS system by default.

8 Das
8] pashBoard User Management

] Basic Information Layouts

Function
22 Administrator >

Live View
. Live View PTZ Control
2, opentor >

Live View User Input (PTZ Settings, Talk, Image Settings ...)

Live View Manual Record & Snapshot
View Archive(lyback Retiee)
Export Archive(Playback, Retrieve)
Manage Locked Files
2%, ABCDEF 5 All Users Individual
Add & Manage Tags
AllUsers Individual

® Addarole 2 smart Analysis

S Client Settings Eventilogs
ting: Audit Trail
E-Map
Video Wall
Control & Edit Control

Operation
Devices
Device Management
Device Configuration & Device Events
Camera Record Schedule
System & Servers
System Settings
Server Settings
Event Rule Settings

User Settings (Manage Operator and Viewer Users)

(4) Customized role

You can customize the role permissions.

Step1: Click a customized role which you want to configure the role’ s permissions. And

click the button! =

& Live View & Playback &2 Smart Analysis & E-Map 8 Logs

(Ll User Management

tanagement
ice Configuration Function
Device Sontet 22, operator >
Live View
Live View PTZ Control
22 Viewer >

Live View User Input (PTZ Settings, Talk, Image Settings ...)

Live View Manual Record & Snapshot
sitor > View Archive(Playback, Retrieve)
Export Archive(Playback, Retrieve)

Manage Locked Files
@® Addarole > All Users Individual
Add & Manage Tags
All Users individual
Smart Analysis

Client Settings A
Local VMS-end Video Analysis

Retrieve
Event Logs
Audit Trail
E-Map
Video Wall

Control & Edit control

Operation

Devices
Device Management
Device Configuration & Device Events
Camera Record Schedule

System & Servers

Svstem Settinas

Step2: Select permissions for customized role as needed.

VMS Enterprise User Settings
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G Live View & Playback & Smart Analysis [ ET) 8 Logs X A

[uE) pashBoard
i LashBoard User Management

EY Basic Information " Cameras  Layouts

3 Jive view Pz control
22 administator Ive View User Input (P1Z Settings, Talk,Image Setings ..)
Ive View Manual Record & Snapshot

 Viely Archive(Playback, Retrieve)

2
&%, operator > xport Archive(Playback, Retrieve)

anage Locked Files
. All Users Individual
28, Viewer

dd & Manage Tags
Al Users individual

2%, ABCDEF smhirt Analysis

it Logs.
Augit Trail

@ AddaRole > B E-Nap

4 Vidko wall E

ontrol & Edit © Control

Dperatfon
o Defices
evice Management

evice Configuration & Device Events

H famera Record Schedule

System & Servers
System Settings
Server Settings
Event Rule Settings

User Settings (Manage Operator and Viewer Users)

Step3: Click the button to save the permissions. And then a successful

configured message will pop-up in the lower right corner.

B MRk W L 4 — & X

i i ) H & 4 E:
@& Live View {& Playback (& Smart Analysis % E-Map 8 Logs e O AT
——
User Management
] Permissions. Cameras Layouts
o Basic Information
22 administrator
Role Name
2%, operator > ABCDEF
Remark
28, viewer
2%, ABCDEF >
@® AddaRole > User List H
S8 Client Settings
« N T~ = |

Delete Role -

Configuration successful
Automaticall close the dialog box after
3seconds

3. How to configure cameras for the customized roles

You can configure cameras for the customized roles as needed.

Stepl: Select cameras for customized role as needed.

Step2: Click the button Apply to save the cameras.
Note:

When the customized role has Device Management Permission, the camera cannot be

VMS Enterprise User Settings
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disabled.

[ DashBoard

User Management

22 Administrator > orveriit Group List
20 Y
23, operator

& Server 192166732

¥ AI2X Pro Bullet Plus
S Al 23X PTZ Bul
= |12 Fisheye

2
2 Viewer

23, ApcoeF >

® Addarole

Selected Cameras: 5/7

4. About Layouts

Here the users of Administrator or Owner role can select the Operator, the Viewer and the
customized role to share the layout, so that users under the Operator, the Viewer and the
customized role can use the layouts and have access to the devices in the layouts.

(1) How to configure customized layouts

Step 1: First, determine the channels and their locations you're interested in, then

right-click the camera live view window in the Live View interface to pop up a menu. And

Save As Layout(L)

select option to save the layout.

VMS Enterprise User Settings
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& Playback [&J Smart Analysis & 8 Logs ¢ Settings

4

I;\Jetw'ork‘Came a
A il |

Step 2: You can name the new layout, and click =21 " button to save it. Then the layout

will be displayed under the Layouts module in the left Resource Panel.

& Playback & Smart Analysis ty E-Map

Netn}orl/‘Camera
§
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& Playback & Smart Analysis

PLayiP) - option to preview the

Step 3: Right-click the corresponding layout and select
camera in the layout. You can also directly double-click the corresponding layout for quick
viewing.

& Playback & Smart Analysis ga E-Map 8 Logs Lr Settings

VIIIBCIAA e 2e2 (72 BB

Note:
The operation of setting layout in the Playback interface is the same as that in the Live

View interface.

(2) How to share layouts

Step 1: In the Settings -> System & Servers -> User Settings -> Role Management
interface, users of Administrator or Owner role can select the corresponding role to share

the layout.

Step 2: Choose the layout you want to share on the Layouts page, and click

VMS Enterprise User Settings E
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button, the layout icon i will change to < . In this way, all users under the

corresponding role can use this layout and have access to the cameras in the layout.

& Live View & Playback 2 smart Analysis £ E-Map 8 Logs o atson ~
— —
Q Basic Information Permissions
22 administrator > shareLayouts
\ Q
2%, operator > % B Layoutt 1
Network Camera 15216814105
2% viewer
2% m >
@ AddaRole =
W Wik W2 & 40 — B X
G Live View & Playback (& Smart Analysis ta E-Map 8 Logs . .
; ——
(k8jRCashEtard User Management
] ey Basic Information  Permissions.
22 Administrator Sharetavouts
2
2%, operator = <& Layout 11
28, viewer
2y m
@ AddaRole >
S8 Client Settings E
selected Cameras: 11
Step 3: Click button to check cameras in the layout. Hover your mouse

over the channel to see the thumbnail and related information.

VMS Enterprise User Settings
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o Mack @ & & - & X

@G Live View & Playback & Smart Analysis & E-Map 8 Logs . .
— —
£l ashB
Faf g User Management
= By Basic Information  Permissions
hare Layouts
28 Administrator > harelavou /
) Network Camera 19216814105
23, opeator @ <& Layoutl 11
Network Camera 19216814105
22, Viewer
25 m
® Addarole >

S% Client Settings 1

Selected Cameras: 1/1

2.3 The application of User&Role

1. How to use User&Role in E-map

Step1: Click the button "¢ V' in the E-map -> User Permission interface.

(& Live View {& Playback & Smart Analysis 8 Logs £ Settings

Group List Global Property

Background Picture Position
X0 v

Q

B Grace 192168732 " Background Picture

¥ Network Camera 1

= 12MP Fisheye Came

*~ © According to Background Pictur
Customize [1552 | x 847

" camera Name & 1P Position

Right(Default)

Camera Name 1921685190

Camera lcon Size

mall(Default)

User Permission

Gooale

Step2: Configure the user’s permissions of this Map. Manage and View Only are optional.
Note:

The user under the customized role can see the assigned resources only.

Step3: Click the button m to save configuration.
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2. How to use in Event Rule Settings

Step1: Click the button £ in the Settings -> System & Servers -> Event Rule Settings

interface.

e s e L A — & X
G Live View {& Playback & Smart Analysis & E-Map 8 Logs

2 admin v

) DashBoard
Event Rule Settings

Add. Any Trigger Any Action QG

VideoLoss <any Camera> Show Notication admin instant © |2
Record Failure <Any Camera> ‘Show Notification admin Instant « 4
License ssue <system> ‘Show Notification admin Instant (e 2

Show Notifcation admin instant © |2
Video Packet <any Camera>
System & Servers ‘Show Text Overlay <Any Camera> Instant « 4
Storage Issue. <System> ‘Show Notification admin Instant « 4
Storage Issue <system> Show Notification admin Instant. « 2

Server issue <system> Show Notfcation admin instant © |2
User Expiration <System> ‘Show Notification admin Instant © 2z
User Expiration <system> Show Notification admin Instant « z

Client Settings H

Selected Action: 0/10 Enabled Action: 10/10 Resetto Default

Step2: Configure to show notification to the specified users.

(& Live View & Playback & smart Analysis €8 E-Map H Logs

(w8 DashBoard
Event Rule Settings

— Any Trigger v Any Action q
W

igger | Action nterval | sans | edn
Video Loss Modify Rule Instant « 2z
Record Faiure Tigger Action List (1/14) a nstant © =z
icense tssue nstant 3
Video Loss e - (o] &
., Instant [ & 2
Video Packet Sollice Primary Emergency Recording
<Any Camera> (i © 2
R Control Camera Output - O =2
Storage ssue ) schedule Call Camera PTZ Preset nstant © 2z
Server lssue  Show Notification Instant [ ® 2
User Expiration Roles & Users aconihtenal nstant © 2
User Expiration ] Instant nstant © 2
e L To Users I
=& Client Settings % Owner
% admin admin
Adminisrator
e Acknowledgement Required
Operator ‘
e Description of Rule
Viewer
ABC
Vistor

Show Text Overlay

Selced Acion /10 Enabled Acio: 10710 resetooetout

Step3: Click the button to save configuration.

-END-
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