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1. Introduction

(1) Milesight Smart Remote Management Solution

By deploying it in practical CCTV projects, Milesight CCTV Router UR32S can achieve a
stable and secure connection between on-site surveillance devices and remote side
professional installers or technicians. In this way, Milesight cameras and NVRs can be
managed easily and remotely in a more secure and efficient way.

As it’s tailored for optimizing work efficiency, the key of Milesight Smart Remote
Management Solution is simplicity. With its powerful product combination and simplified
workflow, the solution enables speedy on-site problem solving remotely which greatly
saves your cost and time while also enhances the quality of support service.
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» For End Users: One-click Search & Easy Operation
v' Automatically search for devices connected with router on one-click
v" Configure device permissions for higher security and convenience
»  For Installers or Technicians: Reduce On-site Visits & Solve Site Issues Efficiently
v Remote access to the router and bulk configuration of devices connected to
router
v" Reduce on-site visits, greatly saving time and cost
(2) Related Products

®  Milesight CCTV Router UR32S

® M-Sight Pro APP V3.1.0.6 or above

® Milesight CMS V2.4.0.13 or above

Note: Here is the link to download the software.

http://www.milesight.com/support/download#software
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2. Router connection

(1) Hardware Introduction
You can check the router's interface in the picture below:

LTE Cellular Antenna Connector
' Wi-Fi Antenna Connector

LED Indicator Area -

Pm———

=} -+ SIM Card Slot

1
Ethernet Port - - - Power Connector

(2) Router Installation
Step 1: Insert the SIM card into the device according to the arrow icon on the device.

Step 2: Rotate antennas into the antenna connectors. Antennas should be installed
vertically and the device should be placed always on a site with a good signal.

Install the Wi-Fi Antenna Install the Cellular Antenna

Note: If needed, you can install the router on the wall. Drill four holes on the wall by using
your drill and insert four wall plugs into the holes respectively, and then use 4 pcs of M3
x 6 flat head Phillips screws to fix the router on the wall.
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(3) Router Deployment

Connect the WAN port of the router to the same LAN as the devices (including cameras
and NVRs) to deploy the router to your CCTV project.

» Here are two general deployment methods for your reference.

O If your project has been connected to the Internet, you can directly connect the router
to the LAN port of the switch in the project, as shown below.

Milesight Device Switch Third-party Router

o7

—— LAN LAN UPLINK

Milesight Router

-

WAN

@ If your project is not connected to the Internet, you can connect the router to the
UPLINK port of the switch in the project, and insert a SIM card into the router to provide
network services to the project, as shown below.

Milesight Device Switch Milesight Router

N

——— LAN UPLINK

Note: If some of the devices in your project have been connected to the Internet, and the
others are not connected to the Internet, it is recommended to follow method 2 to
reconnect the devices that need to be configured with Milesight Router.

(4) Web GUI Access
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UR32S provides web-based configuration interface for management.
Step 1: Check the LAN IP address of the router on M-Sight Pro APP.

Remote Maintenance

Router My Devices

Bind the router

Step 2: Enable Wireless Network Connection on your computer and search for access
point “Router_******"(|ast 6 bits of MAC address) to connect it.

Or you can connect your computer

directly to the router's LAN port.

Step 3: After it is connected, type the LAN IP of the router to your Internet browser to log
in the web GUI of routers.

If this is the first time you configure the router, please use the default settings below:
Username: admin

Password: password

Browser: Chrome (recommended)

4) Milesight

Note: After you login in, a window will pop up asking you to change the default password
for better security.

Smart Remote Management Solution n
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Milesight

Old Password

MNew Password

Confirm New Password

Change Password

N N

You can also go to System - User Management - Account interface to change the

password.

@) Milesight

P

User Management

Change Account Info

vsanams s ]

~

System 0l Password
New Password ‘
General Settings

Confirm New Password

Phone & SMS

User Management
s

an

Device Management

Events

Maintenance

Username
Enter a new usemame. You can use
characters such as a2, 0-9, ", " The first

character must be letter or

old Password

Enter the old password
New Password

Enter a new password
Confirm New Password

Enter the new password again.

Step 4: go to Network - Interface - WAN interface, assign a static IP address for the router

as shown below.

4 Milesight

2umn | O

Link Fallover Celluiar Port WAN Bridge
| WAN settings
Network
Interface = el
DHCP Enable
Port LANTWAN

Firowall

Connection Type
Qos

Static P v

1Pus Address 1921687152 |
ven

Natmask 5255200 |
1P Passifiough 1Pvt Gatoway 19216871 ]
e 1Pv6 Address 802601 24 e 163

Prf Longin E |

1PV6 Gateway

MTU 1500
System 1Pv4 Primary DNS 192.168.7.1
1Pv4 Secondary DNS 8888

Maintenance

1Pv6 Primary DNS
1Pv6 Secondary DNS

Enable NAT

Multiple IP Address

:

WLAN Switch Loopback

Enable
= Enable WAN function

Port
‘The port thatis curently set as WAN port

Connection Type
Select from "Static IP", "DHCP Client” and
*PPPOE" Static IP: set WAN IP manualy
as well as gateway, DNS, etc DHCP Client:
obtain an IP address automatically PPPOE:
PPPOE is a pointto-point protocol over
Ethernet. User has to install a PPPOE
Client on the basis of orginal connection
way
1Pv4 Address
Set the IPv4 address which can access
Intemet E g 19216812
Netmask
Set the Netmask for WAN port. If you st
Netmask with IPv4(IPv6) address, the
WAN port will prefer to use IPv4(IPv6)
when visting Intemet
1Pv4 Gateway
Sat the gateway for WAN ports IPv4
address
1PV8 Address
Sat the IPV6 address which can access
Intemet. The defaut address is IPv6
address generated from its Mac address of
the WAN port.
Prefix Length
Set the IPY6 prefix length to identify how
many bits of a Global Unicast IPv6 address
are there in network part. For example, in
2001:0DB8:0000-000b:/64, the number 64

~ s used to idenily that the first 64 bits are

Then go to Network - Firewall - Security interface to enable remote access service of

HTTP port.
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Milesight

%) Milesight

2 aomin 8

Foryou

Port Mapping DMz MAC Binding

Network | Prevent Attack

DoS/DDoS Protaction

o

Interface

| Access Service Control
DHCP

Service
Firewall

HTTP 80
Qos

HTTPS a3

VPN

1P Passthrough
SSH 2

Routing

J
J

TELNET |
J

FP El

VRRP.

| Website Blocking
DONS

URL Blocking
system
]

Keyword Blocking [
[ram—

e 65535
HTTP

o

=]

o

o

Prevent Attack

Custom Rules. Pl

DoS/DDOS Protection
Enablefdisable Prevent DoS/DDoS Attack

Access Service Control

Port
4

Sat port number of the services. Range: 1-

Users can log in davics locally via HTTP
and control it through Web after the option
is checked. The default port s 80.

HTTPS

Users can log in device locally and
remotely via HTTPS and control it through
Web ater the option Is checked. The
default port is 443

TELNET

Users can log i the device locally and
femotely via Telnet after the option is
checked. Tha defauit port is 23,

ssH

Users can log i the device locally and
remotely via SSH after the option is
checked. The defauit port is 22

FTP

Users can log i the device locally and
remotely via FTP after the option is
checked. The default port s 21

Remote

Access the fouter remotely.

Website Blocking

Then Configure the IP address of computer manually or automatically.
® Go to “Control Panel” — “Network and Sharing Center”, then click “Ethernet” (It may

have different names).

52 Network and Sharing Center - u] *
« « 4 A « Network and Intemet > Network and Sharing Center v || [ Search Control Panel P
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Accesstype  Intemet
Change sdvanced sharing Yeastar5G ¥ e = T
: "
setinge Giiiiia omeGroup: eady to create
Connections: 4l Wi-Fi (YeastarSG)
Accesstype o network access
Identi
iyhoges Connections: § Eihemet
Change your networking settings
G§ Set up s new connection or network
Set up 2 broadband, dial-up, or VPN connection;
[ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Infrared
Intemet Options
Windows Firewall

® Go to “Properties” — “Internet Protocol Version4 (TCP/IPv4) Properties”, select
“Obtain IP address automatically” or “Use the following IP address” to assign a static
IP manually within the same subnet of router.

General  Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(D) Use the following IP address:

(0) Use the following DNS server addresse:

o ]
e ]

Preferred

N3 server:

validate settings upon exit P |

o 1

Cancel

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Uge the following IP address:

IP address: 192 .168 . 7 . 25
Subnet mask: 255 ,255 .,240 . 0

Obtain DMS server address automatically
(®) Use the following DNS server addresses:

192 .168 . 13,253

Preferred DNS server:

|

Alternate DNS server:

[Jvalidate settings upon exit | Advanced...

o]

Cancel
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® You can access the router’s web GUI via this static IP address directly.

€ C A F@z [1921687.152eginhim|

) Milesight

L]

Engish

L S

Note: If you need to remotely manage devices through this router, please make sure
that the property of LAN1/WAN port is set to "wan” and the connection type of WAN
port is set to "Static IP” or "'DHCP Client”.

Firewall

Fo Vit “yg{“ T oy %. S
Link Failover Cellular 2 WAN Bridge WLAN Swiich Loopback
| Port Setting 3
Network
Port Status Property / Speed Duplex
Interface
LANTWAN | up v| | wan v| | auto v‘ | aulo v|
DHCP LAN2 | up v| | lan v| | auto v‘ | auto v|
Firewall
QoS
= T AT
ik Y. P g€
Link Failover Cellular Port 2 | wan Bridge WLAN Swiich Loopback
| WAN Settings
Network
Interface o WARET
DHCP Enable o
Port [ Lantwan Z |

QoS

VPN

IP Passthrough

Routing

VRRP

DDNS

System

Maintenance

Connection Type
IPv4 Address
Netmask

1Pvd Gateway

IPv6 Address

Prefix Length

IPv6 Gateway

MTU

IPv4 Primary DNS
IPv4 Secondary DNS
IPv6 Primary DNS
IPv6 Secondary DNS

Enable NAT

Multiple IP Address

Static IP

BPPoE
DHCPvE Client
Dual-Stack Lite

192.168.7.1

| fe80::26e1.24fffef1 f1e3

|

[ o4 \
| |
[ 1500 |
[1s2 16871 \
\

|

\

[28s8
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3. Configure device permissions on APP

Step 1: Enable Wireless Network Connection on your mobile phone and search for access
point “Router_******"(|ast 6 bits of MAC address) to connect it.

< Settings WLAN
WLAN O
Lot rrree] =@
CHOOSE A NETWORK...
123.5G a = (i)
302.5G6 8 = (i)
303 a = ()
ASUA_2.4 a7 (1)
Max-link a = (D)
meiyilai 8 =0
Milesight-AP a =0
Milesight-AP-5G a7 ()
Milesight-Free a =0

Note: The router’s Wi-Fi will be automatically turned on after you install the Wi-Fi antenna
and power on the router.

Step 2: Open the M-Sight Pro APP, search for and bind the router as shown below.
Username: admin
Password: password

Remote Maintenance

Router My Devices

-
4 Live view é

Playback

(6=:] Device Manager

Searching router, please wait...

File Manager

.“h" Alarm Message

General

@ Milesight

Smart Remote Management Solution a
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@ TestFlight = 7:45

Remote Maintenance

Username Router My Devices

lE

Password

/
Bind the router

Note: If the router cannot be found, we recommend clicking the help button to solve the
problem.

= Remote Maintenance &« Help

Router My Devices Can't find your Router?

Possible reasons are as follows:

-
é 1. Make sure the Router Model is UR32S.

2. The phone is not connected to your router. Please

No router found. check the Wi-Fi connection.

3. Your router is not connected to current network.

' Please check the network connection.

Recommended network connection.

Milesight Device Switch  Milesight Router

0 :
-

I S
Milesight Device Switch Third-party Router

e\

LAN LAN UPLINK an
L |

L J ‘
Milacinht Daitar

If your project is not connected to the Internet, after logging into the router, you need to
select the network access mode to complete the network settings.

Smart Remote Management Solution a
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— Network Settings

Skip

Set the Internet access mode:

4G(Recommended) (/] ’

WAN

» There are two network access modes are available as shown below.

&— SIM Card Settings «— WAN Settings

Skip
Skip 2k
SIM Card Connection Type
SIM1 v Static IP v
APN IPv4 Address
192.168.7.152
Username Netmask
255.255.240.0
Password IPv4 Gateway
192.168.7.1
PIN Code MTU
1500

4G WAN

Step 3: Select the devices you want to share with installers or technicians from the list of
detected devices.

Smart Remote Management Solution m
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10:01

Select Sharing Devices

Please select the devices you want to
share with installers from detected d...

NETWORK CAMERA
192.168.1.11

Network Camera

192.168.2.21

0924 1630start

192.168.2.110

Network Camera

192.168.2.1M

Network Camera / =

Step 4: Go to My Devices interface to modify sharing permissions and router
configuration.

18:03 00% + — .
— Remote Maintenance

Remote Maintenance

@ Router FIFIE2 v G
NETWORK CAMERA
o 19216811 O >

Save successfully. Please go to My Devices
interface to modify the sharing permission. 0924_1830start >

‘ 192.168.2.110

Network Camera
192.168.2.112

Network Camera
192.168.2.114

Network Camera

/ 192.168.2.121 >
Nerwork Camera >

Note: Turn on the switch ta set permission to installers

It supports to enable or disable device sharing with one click.
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18:03

Remote Maintenance

Router

@® Router_FIF1IE2 v \

NETWORK CAMERA
192.168.1.11 o >

Network Camera
192.168.2.21

0924 1630start
192.168.2.110

Network Camera
192.168.2.1M

Network Camera
192.168.2.112

Network Camera

Note: Turn on the switch to set permission to installers

You can also click * "’ button to check the status of the WAN port or the SIM card
interface as shown below.

E Remote Maintenance

Router My Devices
@ Router_FIF1E2
Interface ‘ Status
>
Cellular-SiM1
Cellular-SIM2
D >
WAN @
Network Camera O N
192.168.2.21
0924 1630start D 5
192.168.2.110
Network Camera () N
192.168.2.1M
Network Camera &/ .
Note: Turh on the switch to set permission to installers

jiSij
Or you can click * ™’ button to modify the network configurations of the router.
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WAN Settings

(81 Network Settings

<« WAN Settings G Network Settings

Skip Skip
Connection Type Set the Internet access mode:
Static IP

AG(Recommended) [] ]

IPv4 Address DHCP Client
192.168.7.152 Static IP WAN
Netmask
266.255.240.0

IPv4 Gateway

192.168.7.1

MTU

1500

M =

WAN Settings Network Settings

Note: The default connection type of the router's WAN port is DHCP Client. You can
manually switch to the Static IP type on the WAN settings interface, and configure the
router and the device to share the same network segment to manage these devices
remotely from Milesight CMS side.
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4. Remote management on Milesight CMS

Step 1: Open Milesight CMS, go to Remote Maintenance interface.

@ Lo View

P X @MQaromxNio XS @

W rwmse e

T Camers192 16814, 105CHT
T Camera192.168.14.105CH2
- 160.14.105CH3
v 168.14,105CHA
v 168.14,105CHS = le as|C) eS|
W Camen192.164.14,102
W Comen 1921687138
W s n
T CamenalS2168.14.103
T Comentsl 16014108
W Wi
View Management Is
(7] 7] : VA X
| X ; X Sl
‘
Gt [ Pt e || e | en o [ o | Pgreed
esIg esig esig

Note: In User interface, you can configure Remote Maintenance permission for the user
as shown below.

User Type edi Delet
1 Add User X 4

User Information

User Type [Operstor 7 usertame [ ]

Password Confirm Password [ )

User Permission Channel Permission

ok cancel

Step 2: Click “Add Router” button, enter the SN code, Router Name, User Name and
Password, and then click “Add” button to add the router.

Smart Remote Management Solution
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I O ool . Remote wairienance x
1

Add Router Device Type: Refresh User Name: ] Password: Maintenance Network  Video Audio Image  Ched >

2

Add Router X

N: 622482295525

Note: You can check the SN code on the sticker or web GUI of the router.

After the router is successfully added, it will be displayed in the list on the left side, you

can click the D button to delete it, or you can click the " button to configure the

router.
Router Settings x Router Settings X

Basic Settings  WAN Settings Basic Settings ~ WAN Settings
SN: (522483523281 ] Connection Type: | DHCP Client M
Router Name: {router'l ] MTU:
User Name: [admin ] Use Peer DNS: v/
Password: [ll..ll.. l Enable NAT:
Network Stafus: Interface Status

SinM1 No SIM Card

WAN Enabled

OK Apply OK Apply
Basic Settings WAN Settings

Step 3: The devices shared by the end user will be listed here. Select the device type,
check the device you need to configure, then enter the user name and password, and you
can modify the device parameters on the right side.
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admin @ Eizx Ez: ¥

£y 4
T DT s N (g P 1 e e e s = ¥
L ot 20 ® MAC Model Satus web
Upgrade =
e 1921662154 TeicaT62A084E Ms-CasT3-RPC . e
2 e 1521684221 TCC3IBCRO134 MS-C2841-503TPC & Local Upgrade 5] | Upgrade
e 121681012 rccateztes M-C5364-78 e Restore after upgrading
e 1921601044 1ccusanonE Mis-Cos63-78 & Ooiielegesd Chek
P Network Camera 19216210243 1CCu621A280 Ms-Ca463-P8 rl o P
P Network Camera 192168.10246 1CC31621229 MS-Cads-PR e R <
e Rk Comes 19216010247 1cus2nAZAS Ms-Catea-PB e AT 5
Disgnose il ‘
Dateaime “
4o
Apply

Currently the following configurations are supported:

v" Maintenance: Device Upgrade/Reboot/Reset/Configuration File/Diagnose File/Time
Syn

v" Network: Device Activation/Network Settings/DDNS Setup/UPnP Setup

v' Camera Configuration: Video/Audio/Image parameters in detail

v NVR Management: Channel Status

Click the apply button, it will display "Modified successfully" in the status column.

Add Router User Name: [sdmin Password: [susswssn ] ||| wain Natwork | [vides ] [Tnia fEee »
& ot 2 @ » MAC Model Status Web
Upgrade =

1921682154 TcicaT62A084E Ms-Ca573-RPC &
121684221 TecatbcRots Ms-Coon 3TC Voaredswccetay | @ Local Upgrade [ 5] uporade
121681012 Tccateztes M-Cs364-78 & Restore sfter upgrading

pC Network Camera 192.160.1044 1CCHIG2LOTIF Ms-C2963-P8 e nlite{Upgiade; et

e Juan- 446278 1921601079 1ccueaaTar s-cets1pe < e

e Nebwork Carmera 19216010263 1ccueaze ws-cets-p8 2 =

e Neark Corce 19216010247 1cCus2A2AS Ms-Cate3-PB - &

Note:
OIf the configuration fails, you can also check the reason in the status column.
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Status
Failed te modify

Modified successfully

Pazzword error
Password error
Failed to access device
Pazsword error
Pazzword error
Password error

Password error

@It also supports batch configuration, just check multiple devices that need to be
configured, and then enter the same username and password.

admin @ A% s ¥

© LveView x| £ Remote Maintenance x
add Router User Name: (s passind [Seasses = e AR
A routent 2@ [ MAC Model Status web
Upgrade v
192.1682.154 1CC31G2A084E MS-C2975-RPC. e
1521684221 ICCHBCRO13 MS-C2541-23TPC. e Local Upgrade ( Upgrade
1821681012 1CCHI6270818 Ms.Cs364.P8 & Restore sfter upgrading
192166104 TCCHIB2MOTE M. Cas63-p8 & ke Upgiide Check
15216810179 CCHBMATAT Ms.Cade3-Pe e T <
15216010243 CCHI621AZED M. Cade3-pe e e q
19216010246 resarey Mis-Catea-PB & <
10216810247 TCCa621A2AS Ms-Caté3-pe & «
“«
Apply

e

Step 4: Click the * ™ ' button to access the web GUI of the device for further

configuration.
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