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1. What is NAS?

NAS(Network-Attached Storage) is dedicated file storage that enables multiple users and
heterogeneous client devices to retrieve data from centralized disk capacity. Users on a
local area network (LAN) access the shared storage via a standard Ethernet connection.
Advantages of using NAS:

The key benefits of network-attached storage are mainly speed and convenience. Instead
of a hard drive connecting to your computer, NAS connects to your wireless
router-enabling multiple users from multiple devices to access the files on the network.
A NAS storage appliance is a computing device that can be attached anywhere on the
network, primarily to store files. NAS solutions are nothing more than dedicated file
servers.

Disadvantages of using NAS:

NAS appliances share the network with their computing counterparts and hence the NAS
solution consumes more bandwidth from the network. Also, the performance of the NAS
will depend upon the amount of bandwidth available.

2. How to create NAS ?

The two ways which Milesight Network Cameras supported are NFS and SMB/CIFS.

2.1 NFS

2.1.1 Physical NAS

If you have a physical NAS , take Synology as an example, you need to configure as follow.
® Create a shared folder

Go to “Control Panel”— “Shared Panel”’— “Create”.
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Create New Shared Folder

General  File Indexing

Name: MS-IPC |
Description

Location: Volume 1(Available: 47.90 GB) -

Hide this shared folder in "My Network Places”
Hide folders and files from users without permissions
Enable Recycle Bin

Restrict access to administrators only

Encrypt this shared folder
Encryption key:
Confirm key:

Mount automatically on startup

® Enable NFS Service and give NFS permission to the Network Camera
Go to “Control Panel’— “File Services”— “Win/Mac/NFS”

B Control Panel P - @ X

A& P serch Win/Mac/NFS  FTP  TFTP/PXE  WebDAV

~ File Sharing
Enable Bonjour Printer Broadcast

3 shared Folder
A NFS Service

hay File Services Enable this function to allow users to access the server via NFS protocol.
& [wh Enable nFs
am User

Enable NFSv4 support
™ NFSv4 ds in:
2 Growp w4 domain

: Apply default UNIX permi
IE Directory Service " Apply defau permizsions

Modify the default read/write packet size below.
A Connectivity

Read packet size: gKe. -
£ QuickConnect Write packet size: aKe -
@ External Access Configure Kerberos authentication settings by importing keys and mapping principals to local user accounts.

Kerberos Settings
/_\ Network

Z Wireless B fleset
“ ” “ en “ [ n
Go to “Shared Folder”— “Edit"— “NFS Permissions
Edit NFS rule
NFS rule
IHnstname or IP=: 192165730' Network camera IP address

Privilege: Read/Write -
Squash: No mapping -
Security: sys -

«" Enable asynchronous

« Allow connections from non-privileged ports (ports higher than 1024)

= You may specify a host in three ways:
= Single host
= Wildcards: =, *.synology.com
= Network segment: 203.74.205.32/255.255.255.0, 203.74.205.32/24

Note: Enable “Allow connection from non-privileged ports(ports higher than 1024)
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2.1.2 Non-Physical NAS

If you do not have a physical NAS, you can create a NAS in Linux, take Ubuntu as a
example.

Note: The version of the Ubuntu i used to test is 18.04

® Create a root user

1. # sudo passwd

2. #su

sky@sky-virtual-machine:~$ sudo passwd
[sudo] password for sky:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
sky@sky-virtual-machine:~5% su
Password:

root@sky-virtual-machine: /home/sky# [}

® System update
# apt update

root@sky-virtual-machine: /home/sky# apt update
:1 http://cn.archive.ubuntu.com/ubuntu bionic InRelease [242 kB]
http://cn.archive.ubuntu.comfubuntu bionic-updates InRelease [88.7 kB]
http://cn.archive.ubuntu.comfubuntu bionic-backports InRelease [74.6 kB]
http://cn.archive.ubuntu.com/ubuntu bionic/main amd64 Packages [1,019 kB]
:5 http://cn.archive.ubuntu.com/ubuntu bionic/main 1386 Packages [1,007 kB]

5 http://cn.archive.ubuntu.com/ubuntu bionic/main Translation-en [516 kB]
http://en.archive.ubuntu.comfubuntu bionic/main amd64 DEP-11 Metadata [477 kB]
http://security.ubuntu.com/ubuntu bionic-security InRelease [83.2 kB]
http://cn.archive.ubuntu.comfubuntu bionic/main DEP-11 48x48 Icons [118 kB]

http://cn.archive.ubuntu.com/ubuntu bionic/main DEP-11 64x64 Icons [245 kB]

1 http://cn.archive.ubuntu.com/ubuntu bionic/restricted 1386 Packages [9,156 B]
http://cn.archive.ubuntu.com/ubuntu bionic/restricted amd64 Packages [9,184 B]
http://cn.archive.ubuntu.com/ubuntu bionic/restricted Translation-en [3,584 B]
http://cn.archive.ubuntu.com/ubuntu bionicfuniverse amd64 Packages [8,570 kB]
http://security.ubuntu.comfubuntu bionic-security/main 1386 Packages [171 kB]

6 http://cn.archive.ubuntu.com/ubuntu bionic/universe 1386 Packages [8,531 kB]

® Set up Static IP

For different versions of Ubuntu, the way to set a static IP address is different and unable
to explain the setup method for all versions here, so please search for how to modify the
static IP address for your Ubuntu version

® Install NFS

# apt-get install nfs-kernel-server
root@sky-virtual-machine: /home/sky# apt-get insta xernel-server
Reading package lists... Done
Building dependency tree

Reading state information... Done
nfs-kernel-server is already the newest version (1:1.3.4-2.1ubuntus).
@ upgraded, @ newly installed, ® to remove and 474 not upgraded.
® Create Shared projects
# cd /home/sky
# mkdir nfs_shared (Note: You can create the folder in different path as you want.)
# chmod 777 -R nfs_shared
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root@sky-virtual-machine: /home/sky# cd [home/sky
root@sky-virtual-machine: fhome/sky# mkdir nfs shared
root@sky-virtual-machine: /home/sky# chmod 777 -R nfs_
root@sky-virtual-machine: /home/sky# I

® Modify the NFS configuration file
# vi /etc/exports

root@sky-virtual-machine: /home/sky# vi Jetc/exports

Insert content
# /home/sky/nfs_shared *(rw,sync,no_root_squash,no_subtree_check)

File Edit View Search Terminal Help
# [etcfexports: the access control list for filesystems which may be exported
to NFS clients. See exports(5).

# Example for NFSv2 and NFSv3:
# [srv/homes hostnamel(rw,sync,no_subtree_check) hostname2(ro,sync,no_sub
ree_check)

# Example for NFSv4:

# [srv[nfs4 gss/krbsi(rw,sync,fsid=8,crossmnt,no_subtree_check)
it /srv/nfs4/homes gss/krb5i(rw,sync,no_subtree_check)

home /sky/nfs shared *(rw,sync,no root squash,no subtree check)

® Start the service
# service portmap restart
# service nfs-kernel-server restart

root@sky-virtual-machine: /home/sky# service portmap restart

root@sky-virtual-machine: /home/sky# service nfs-kernel-server restart

2.2 SMB/CIFS

2.2.1 Physical NAS

If you have a physical NAS , take Synology as an example, you need to configure as follow.
® Create a user

Now NAS has only two users, admin and guest who have the highest privilege. Do not use
the admin user as the user to access the daily files if there is no special case. Therefore,
you need to create other users

Go to “Control Panel’— “User’— “Create”.
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User Creation Wizard x

User information

Fill in the following fields

Name *: sky

Description:

Email:

Password: | essess

Confirm password: | essees
Send a notification mail to the newly created user
Display user password in notification mail
Disallow the user to change account password

= This field is required.

® Create a shared folder
Go to “Control Panel”— “Shared Panel”— “Create”.

Create New Shared Folder

Genera | File Indexing

Name: MS-IPC

Description

Location: Volume 1(Available: 47.90 GB) =

Hide this shared folder in "My Network Places’
Hide folders and files from users without permissions
Enable Recycle Bin
Restrict access to administrators only
Encrypt this shared folder
Encryption key:
Confirm key:

Mount automatically on startup

Concel
® Setting permissions:; “Shared Panel”— “Edit”— “Permissions”.

Edit Shared Folder MS-IPC

General Permissions Advanced NFS Permissions File Indexing
Local users - Y Search
)
Add  Name Mo access Read/Write Read only Custom
® admin v
L] guest v
L] sky Sl

3item(s)  C

2.2.2 Non-Physical NAS

If you do not have a physical NAS, there are two ways to create a NAS if you want to add
NAS by SMB/CIFS.

1) On PC side

® Select shared users and give permissions
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Select the folder you want to share — “Properties”— “Sharing”.

share Properties X
x X
Goneral Shamg  Seaurty | Previous Versons | Customize

E Fie Stari

Network e and Folder Sharing Wl FileSharing 2 9
ot Shared Choose people to share with Choose people to share with
Network Path
Not Shared Type  name andthen clck Add, orclickthearrow tofind someon. Type name andithen cick Add, orclick the srow > fid somecne
= V| | s
S E I | - | ‘
St custom pemisions, crest kil share, and st cher -) Nore Pacotaion e Nare Bessiiontin)
advanced shating options. § Suppc Bt 151 (R
& Advanced Sharing & support Owner

People must have a user accourt and passnord for this
computerto access shared folders

To change this setting, use the Networc and Sharing Center.

e — = share Gancd Gshare Cancel

2) On Linux (take Ubuntu as an example)

Note: The version of the Ubuntu i used to test is 18.04
® Create a root user

1.# sudo passwd

2.# su

sky@sky-virtual-machine:~$ sudo passwd
[sudo] password for sky:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
sky@sky-virtual-machine:~5% su
Password:

root@sky-virtual-machine: /home/sky# [}

® System update
# apt update

root@sky-virtual-machine: /home/sky# apt update
Get:1 http://cn.archive.ubuntu.com/ubuntu bionic InRelease [242 kB]
Ge http://cn.archive.ubuntu.comfubuntu bionic-updates InRelease [88.7 kB]
€ http://cn.archive.ubuntu.comfubuntu bionic-backports InRelease [74.6 kB]
http://cn.archive.ubuntu.com/ubuntu bionic/main amd64 Packages [1,019 kB]
http://cn.archive.ubuntu.com/ubuntu bionic/main 1386 Packages [1,007 kB]
:6 http://cn.archive.ubuntu.com/ubuntu bienic/main Translation-en [516 kB]
:7 http://cn.archive.ubuntu.com/ubuntu bionic/main amd64 DEP-11 Metadata [477 kB]
:8 http://security.ubuntu.com/ubuntu bionic-security InRelease [83.2 kB]
http://cn.archive.ubuntu.comfubuntu bionic/main DEP-11 48x48 Icons [118 kB]
® http://cn.archive.ubuntu.com/ubuntu bionic/main DEP-11 64x64 Icons [245 kB]
http://cn.archive.ubuntu.com/ubuntu bionic/restricted 1386 Packages [9,156 B]
http://cn.archive.ubuntu.com/ubuntu bionic/restricted amd64 Packages [9,184 B]
http://cn.archive.ubuntu.com/ubuntu bionic/restricted Translation-en [3,584 B]
http://cn.archive.ubuntu.com/ubuntu bionicfuniverse amd64 Packages [8,570 kB]
http://security.ubuntu.comfubuntu bionic-security/main 1386 Packages [171 kB]
6 http://cn.archive.ubuntu.com/ubuntu bionic/universe 1386 Packages [8,531 kB]

® Set up Static IP address:

For different versions of Ubuntu, the way to set a static IP address is different and unable
to explain the setup method for all versions here, so please search for how to modify the
static IP address for your Ubuntu version

® Install Samba

#apt-get install samba
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root@sky-virtual-machine: /home/sky# apt-get install samba

Reading package lists... Done

Building dependency tree

Reading state information... Done

samba is already the newest version (2:4.7.6+dfsg~ubuntu-0ubuntu2.5)
® upgraded, © newly installed, ® to remove and 468 not upgraded.

® Create Shared projects
# mkdir /nome/share (Note: You can create the folder in different path as you want)
# chmod 777 /home/share

root@sky-virtual-machine: /home/sky# mkdir fhome/share

root@sky-virtual-machine: /home/sky# chmod 777 /home/share

® Modify the Samba configuration file
# vi /etc/samba/smb.conf

root@sky-virtual-machine: /home/sky# vi /etc/samba/smb.conf

Insert content at the end

# [share]
Path=/home/share
available=yes
browseable=yes
public=yes
writeable=yes

root@sky-virtual-machine: fhome/sky

File Edit View arch Terminal Help

48 [prin
comment = Printer Drivers
fvar/lib/samba/printers

writeable=yes

268,0-1
Note: The file path you need to fill in on camera side is the Folder in parentheses [...] , like
share as shown above picture. You also can change the Folder name as you want.
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-

H = R

® Add and enable Samba user
#smbpasswd -a sky
#smbpasswd -e sky

root@sky-virtual-machine: fhome/sky# smbpasswd -a sky
New SMB password:

Retype new SMB password:

root@sky-virtual-machine: /home/sky# smbpasswd -e sky
Enabled user sk

® Start the service
# service smbd restart

root@sky-virtual-machine: /home/sky# service smbd restart
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3.How to add NAS to Milesight Network Camera?

3.1NFS

1. Go to “Storage’’— “Storage Management’’, and input some information about the

NAS.

Server Address+  192.168.69.152

Directorys Wolumetfwynn

Mounting Type  NFS

2. Make sure the Status is “Online”.

| NAS
Server Address Directory Mounting Type Total User Name
1 192.166.69.152  /volumeliwynn NFS 24256 16.49G m Z 5
2 192 16869115 OmCdoeyits_s NFS = = Unformatted Z =]

hared =

Note: If the Status is “Unformatted”,please click the button format the NAS.

| NAS

No. Server Address Directory Mounting Type Total Free User Name Status Operation

1 192.168.69.152 Ivolume1/wynn NFS 24 25G 16.49G Online Z ‘El'

fhomefjoey/nfs_s
2 192.168.69.115 nja re’; = NFS - - Unformatted i =

3.2 SMB/CIFS

1. Go to ““Storage’’ — “Storage Management’’, and input some information about the

NAS.
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Server Address*  192.168.69.12

Directory* \Transformer

Mounting Type SMB/CIFS

User Name

Password

Save Cancel

2.Make sure the Status is “Online”.

Storage Management Record Settings Snapshot Settings Explorer

| SD Card

oM/oM
Note: Please insert SD card.

| Nas

Server Address Directory Mounting Type Total User Name
1 192.168.69.12 \Transformer SMBICIFS 13G 136 M £ g

4 How to use NAS on Milesight Network cameras?

After NAS setting, you can use it in Events. Take Motion Detection as an example.

Setting the Motion region and schedule first, then enable “Save Into Storage’’ ,choose

the file format and save the setting.
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Milesight Network Camera @ Engish~ & admin~

Local Motion Detection Audio Alarm External Input External Output Exception
& Media >
Enable Detection
@ Network >
Enable Motion Analysis @
& Storage
Basic Settings >
Event ~ =
Schedule Settings >
| " |
People Counting ——— .
Face Detection
Select Al Clear Al Duration 5s

Heat Map

Linkage Save to storage

Upload Via FTP

& System >

Snapshot >
External Output >
Play Audio >

Alarm to SIP Phone

HTTP Notification >

Note: In the case of having both SD card and NAS, the file will be saved to NAS first when
enable “Save into Storage”.

END
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