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[IP Camera - Connection&Login] IP Camera cannot be found by Smart Tools
Description

IP Camera has been powered on but cannot be found by Smart Tools.

Power On IP Camera IP Camera is in good

condition.

Visit successfully N‘o
Power on successfully i ¢ < Search successfully :
S . v 1P Camera cannot be found R _IP Camera web page cannot be
Search failed Yes Visit failed Yes

1. Check the Switch settings. 1. Confirm IP Camera and PC in the same IP segment.
2. Check the Filter Mode on Smart Tools. 2. Check the entered port is correct.
3. Disable the firewall of PC. 3. Check the Access List Settings of camera.

1. Check the power supply device.

2. Check other Cameras on the same Switch.
3. Exchange test other PoE Switches.

4. Hardware Failure (Probability: High).

4. Remove the extra IP address of PC. 4. Hardware reset to solve search info problem.
5. Disable the extra Network Adapter of PC. 5. Check if the camera keeps restarting or resetting.
6. Hardware Failure (Probability: Middle). 6. Hardware Failure (Probability: Low).

As shown in the figure above, this problem is in <IP Camera cannot be found by Smart Tools> of the
entire IP Camera startup process.

Cause
1. Switch Settings
2. Smart Tools Settings

3. PC Settings
4. Hardware Failure

Resolution

Preparation

In order to eliminate the interference of other factors, we recommend that the PC/NVR can be directly
connected to the IP camera for testing. The topology map is shown as below:

»  Camera - PoE Switch - PC/NVR

v a4 =

»  Power Supply Device - Camera - Switch - PC/NVR

For some Multiple Interface Version Cameras which have extra power supply ports, such as DC 12V/2A,
AC 24V/3A, obviously these cameras support power supply methods rather than PoE Switch. In this
case, we must pay attention to the problem of the AC adapter and power cord.

Note:
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Before starting troubleshooting, please double check the camera is powered on.

A regular power on would be:

® The camera makes a click sound of IR-CUT switching and the IR light flashes once.

® If you are connected to a PoE switch, you can also check whether the PoE port light is on.

® If you have a certain ability to disassemble, you can open the camera housing and check whether
the light of board inside the camera body is on.

1. Switch Settings
1.1 Standard Mode

Some Switches have CCTV/VLAN mode and so on. In order to further troubleshoot the problem, please

make sure that the switch is working in Standard Mode.

1.2 Multicast Mode
Check whether the Switch supports Multicast Mode. It should be noted that some managed Switches
can support the control of the Multicast protocol. Ensure that the Multicast Mode of Switch is enabled.

2. Smart Tools Settings
2.1 Run as administrator
Please right click the Smart Tools and Run it as administrator.

Some PCs may have permission settings, Run as administrator can effectively prevent this problem.
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o  Open
Skt Open file location
BLo0HIES
SEOEE
HiEmESEEES)

TortoiseSVN

ARSI A
RI0E "Smart Tools.rar"(T)

HEEBE=EID
Troubleshoot compatibility
Pin to Start

Edit with Notepad++

Restore previous versions

Send to

Create shortcut
Delete

Rename

Properties

2.2 Filter Mode

Milesight Smart Tools Filter Mode is On by default. This mode is mainly used to filter cameras of
different IP segments on the pages of Settings, Preview, and Upgrade, because cameras of different IP
segment can only modify network settings rather than other operations.

Position of Filter Mode:

P~
Q) — H—0—©
IPC Tools Network Satting eview Upgrade

Model
Network Camera 1C:C316:20:0327 192.168.10.37 255.255.240.0 192.168.13.. MS-C4463-PB  30.7.0.79-unit... 2021-08-12 09:06.
Network Camera 1C:C3:16:11:2A:49  192.168.7.207 255.255.240.0 192.168.9.2 MS-C2862-TFIPA  31.7.0.75-r8 2021-06-30 00:23:04 |
Network Camera 1C:C3:16:122B:A3  192.168.3.171 255.255.240.0 19216851 MS-C2941-X30.. 317.0.79-Aut.. 2021-08-24 16:04:44
Network Camer... 1C:C3:16:11:28:2D 192168.10.161 255.255.240.0 10216892 MS-C2967-X12.. 317.0.79-LPR... 2021-08-24 10:35:04 ()
Network Camera 1C:C3:16:25:C2:E1  192.168.13.158 255.255.240.0 192.168.13.1 MS-C8266-X4L... 31.7.0.79-LPR... 2021-08-24 13:43:06
Network Camera 1C:C3:16:11:2%EA  192.168.3.167 255.255.240.0 192.168.5.1 MS-C2966-X12... 31.7.0.79-LPR... 2021-08-24 13:47:26 |
Network Camera 1C:C3:16:122BE8  192.168.4.137 255.255.2400 19216851 MS-C2871-X20.. 317.079-a3  2021-08-24 10:5821 (1)

Network Camera 1C:C3:16:22:2C:39  192.168.13.156 255.255.240.0 192.168.13.1 MS-C2871-X20.. 317.0.7%9-a3  2021-08-24 15:44:10 [

W EEl @ FEl @ @l W e

Network Camera 1C:C3:16:11:2B:3C  192.168.4.204 255.255.240.0 192.168.5.1 MS-C2967-X23.. 31.7.0.79-a3  2021-08-24 13:44:42

07402 o o Keep the IP. o Keep the User
Fle poth: (S = c: L Firmware Online

X Upload config fle &) Upgrade B Restore after upgrading

Operating Info

There is no difference on the page of Network (The number of camera: 540):
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IPC Tools

" ]
o

Network

Netmask

1C:C3:16:28:48:68  10.0.0.101 255.0.0.0 MS-C5363-PB  2021-08-11 17... 41.7.0.78-Ip...
1C:C3:16:28:48:BC  10.0.0.102 255.0.0.0 MS-C5363-PB  2021-08-19 03... 41.7.0.78-Ip...
1CGC3:16:28:48:04 10.0.0.103 255.0.0.0 MS-C5363-PB  2021-08-11 17... 41.7.0.78-Ip...
1C:C3:16:28:4%:83  10.0.0.104 255.0.0.0 MS-C5363-PB  2021-08-20 05... 41.7.0.78-Ip...
1C:C3:16:28:49:84  10.0.0.105 255.0.0.0 MS-C5363-PB  2021-08-19 23... 41.7.0.78-p...
1C:C3:16:28:4%:86  10.0.0.106 255.0.0.0 MS-C5363-PB  2021-08-19 13... 41.7.0.78-p...
1C:C3:16:28:4%:87  10.0.0.107 255.0.0.0 MS-C5363-PB  2021-08-19 15... 41.7.0.78-p...
1C:C3:16:28:49:8E  10.0.0.108 255.0.0.0 MS-C5363-PB  2021-08-20 05... 41.7.0.78-Ip...
1CGC3:16:28:49:9D 10.0.0.109 255.0.0.0 MS-C5363-PB  2021-08-19 11...  41.7.0.78

1C:C3:16:28:4%:9E  10.0.0.110 255.0.0.0 MS-C5363-PB  2021-08-20 00...  41.7.0.78

B [ 2 a B R 9 kol 2 R 8 K

1C:C3:16:28:49:A0  10.0.0.111 255.0.0.0 MS-C5363-PB  2021-08-20 03...  41.7.0.78

0540 Device N QEEEED - CEEED -~ QD - D :--.: G - G

G’J Activate Export Device List ¥ Modify

Operating Informa

But when you switch to other interfaces:
Filter Mode is On (The number of camera: 307):

T — O x

IPC Tools

MNetwork etting i Upgrade

2 CII
-

8 O o
Q I ©

Video | Audio

NVR-1 1CChi6:28:48:04  10.0.0.103 MS-C5363-PB Primary Stream Settings

NVR-1 1C:C3:16:28:49:83 10.0.0.104 MS-C5363-PB d o
NedeciCodex k2 ¥ Bit Rate Control: |VBR ¥
. (e ST =
Frame Size: 1.3M{1280*960) ¥
. I-frame Interval: 120
Bit Rate: 4095 v

NVR-1 1C:C3:16:28:48:C1 10.0.0.155 MS-C5363-PB Profile: Base v Maximum Frame Rate: 25 W

NVR-1 1GC3:16:28:49:85 10.0.0.145 MS-C5363-PB

NVR-1 1C:C3:16:28:4%:84  10.0.0.153 MS-C5363-PB

NVR-1 1CiC3:16:28:48:80  10.0.0.157  Ms-C5363-PB Setondary Sesm Sattigs: @ Enablé

NVR-1 1C:C316:28:4%AE  10.0.0.164 MS-C5363-PB
Tertiary Stream Settings [ Enable
NETWORK CAM... 1C:C3:16:26:43:57 192.168.1.10 SS-EM212-(I)-...
Network Camera 1CGC3:16:26:3R11  192,168.2,110  MS-C5365-PB
Network Camera 1C:C3:16:11:20:F8  192,168.2.111  MS-C3674-PA

Network Camera 1C:C3:16:40:01:25 192.168.2.114  MS-C2952-PD

i B N 2 R S E 8 Ea 5 E 8 =

Network Camera 1GC3:16:80:F3:A1  192.168.2.132  MS-C4562-FPB

@ Save Parameters

Operating Inform

V2.4.0,3-r2

Filter Mode is Off (The number of camera: 540):
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IPC Tools

i B N 2 R S E 8 Ea 5 E 8 =

0/540

Operating Informa

3. PC Settings

Milesight Technology

Network

Device Name

1C:C16:28:48:88  10.0.0.101 MS-C5363-PB

1C:C3:16:28:48:BC  10.0.0.102 MS-C5363-PB

1GCa16:28:48:04 10.0.0.103 MS-C5363-PB

1C:C3:16:28:49:83  10.0.0.104 MS-C5363-PB

1C:C3:16:28:49:84 10.0.0.105 MS-C5363-PB

1GC3:16:28:49:86 10.0.0.106 MS-C5363-PB

1C:C3:16:28:49:87  10.0.0.107 MS-C5363-PB

1C:C3:16:28:49:8E 10.0.0.108 MS-C5363-PB

1GC3:16:28:4%9D0  10.0.0.109 MS-C5363-PB

1C:C3:16:28:49:0E  10.0.0.110 MS-C5363-PB

1C:C3:16:28:49:A0 10.0.0.111 MS-C5363-PB

1GC3:16:28:4%A1 10.0.0.112 MS-C5363-PB

3.1 Firewall Limitation

Check the Windows firewall. Confirm“smart tools” is permissioned.

«) Firewall & network protection
= Who and what can access your networks. Windows Community videos
@S Home & Allowed apps ——— protection

O Virus & threat protection

R Account protection

Firewall & network protection
£ App & browser control

Device security

Upgrade

Video | Audio

Primary Stream Settings

Video Codec: H.264
Frame Size:
Bit Rate: 4095
Profile: Ba

Secondary Stream Settings

Tertiary Stream Settings

¥ Bit Rate Control:

e TE—
1.3M(1280*960) ¥

—
v

I-frame Interval: 20

(poce 5 Maximum Frame Rate: 25 W
se v
7 Enable

" Enable

@ Save Parameters

@ > ControlPane » System and Security > Windows Defender Fewall > Allowed 2pps

File Edt View Tools

To add, change, lick Ch

Allow apps to communicate through Windows Defender Firewall

£ Search Control Panel

/ Step2: Clic

What are the isks of allowing an app to communicate?

Alowed apps and features:

©Changesetings

Have a question?
Gethelp
“Change settings™

Who's protecting me?

Manage providers

a
Name Priate | Public A
@ Device performance & health I Secure Socket Tunneling Protocol o o Help improve Windows Security
[ Secure World Wide Web Services (HTTPS) = =
ive us feedback
s Family options B ServerRTSPT Give us feedba
@ ServerRTSPT 2 @
@ ServerTSPU
BAServerRTSPU @ I Change your privacy settings
@ Setuptx
@ shellnput Application 2 ®@ View and change privacy settings

@ Settings

CISNMP Trap

e Step3: Tic

~ ok || Concel |

the “Private” and “PubIic igRANind

Privacy settings

jows 10 device.

Privacy dashboard
Privacy Statement

Allow an app through firewall —a—"

Network and Intemet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

Step1: Choose the "Allow an app through firewall".

]
(]

3.2 Multiple IP address Settings

Confirm there are 1 IP address and 1 gateway.

Some cases are caused by the multiple IP address settings. Usually, they can be solved by removing the
extra IP address.
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Settings

B Network Connection

@ > ContrlPanel > Networkand ntemet > Network Connections <[ Search Network Connectons
@ Home Status

File Edit View Advanced Tools

e O—3—@

o e
€ e e e

Disabled M¥  Disabled

42
Intel(R) themet Connection (2 . s Ethernet Adapter Miare Virtual Ethernet Adaper

Step2: Double dlick the Enternet adapter.

T Ethernet You're connected to the Internet
1fyou have a limited data plan, you can make this network a
2 Dilup Stept:Click“Change acaplLELSScgmmecton o change cther propertes.
Change connection properties )
o VPN Steps: Confirm there are only one IP address and one gateway.
Show available networks
@ Datausage Advnced
@ Poxy ange your network settings Ipsetinos [EORIRINAS)
P addreses
) anngeadzpterop\\ons 1P address pretmask
View network adapters an change connecton setings 121687 255255200
—_— 0 5§ Ehemet Propertie: x
B Ethemet Status x| &g o SleP ChaosemeIPv40mlonand(hckme prdperties”. | L Cl oas
Sl Default gatews
Ni Comect usig fou can get IP set jned automat if your network sug
Comecton O 8 el Bemet Carmecon @ 215V fropid gtttk sl aenar | Hetic
IPv4 Connectivity: Intemet o the sppropriate 1P Sefths. 192.168.13.253. Automatic
IPV6 Connectivity: No Internet access m o) 1R flick “Advanced”.
Meda state: erabied Tis comection s th lfoing e - = —
Ourtion rasonass | (9o e : .
o i = P sddress: [sw.7 3]
dll Step3: Click “Propeffid i s R i
Default gateway: i
Activity ¥ . Mm LLDP Protocol Dku Obtain DNS server address automaticaly
- & (© e the oloning DS sever areses
o B e s w o
Bytes: 6584302499 | 616,283,678,391 Descrption Alternate NS server:
Transrision ContrlPtoooteet Prtoc, The dfack
s e e povescamncon
] e dueme eeromected e Clvaidtesetngs pon et
Cose | oK Cancel | o s
3.3 Multiple Network Adapter Settings
Confirm that only one network adapter is running.
& Network Connections - m] ®
1T ﬁf » Control Panel » Metwork and Internet » Network Connections ] £ Search Network Connections
File Edit View Advanced Tools
Organize »  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change setfings of this connection i T ]
-"h Ethernet "k‘ Viware Network Adapter VMnet1 l: VMware Network Adapter Vivinet8
u
= PiEs2 » _ Enabled =~ Disabled
@ Intel(R) Ethemet Connection (2) ... & VMwarEVil © Dbl are Virtual Ethernet Adapter .
Tatus |
Diagnose
¥ Bridge Connections
Create Shortcut
& Delete
& Rename Right click the extra network adapters and Disable them.
) Properties

3items 1 item selected

4. Hardware Failure

4.1 Confirm Hardware Issue

In order to eliminate the problem of software issue, please reset the hardware.

Note:

Reset Steps

Step1: Press the reset button and hold on, then power on the network camera and the IR LEDs will begin
to twinkle;

Step2: Keep pressing the reset button until the IR LEDs are on;

Step3: Loosen the reset button, then the camera begins to reset;

www.milesight.com
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Step4: It will take 1~3 minutes to complete the reset and the IP will change to 192.168.5.190 (If it failed
to change, please try again from step 1.);

Step5: Modify your local IP by Smart Tools again.

Usually, the position of Reset button is under the cover of camera, for example, Vandal-proof Mini Dome:

open the cover of the camera, you'll see a button shown as below.

For more details about hardware reset of other models, please refer to <IP Camera Hardware Reset>.

4.2 RESET Button

Sometimes the IP Camera keeps resetting because the RESET button is been pressed. You can check
the camera status by pinging the camera IP. The main phenomenon of Pinging: It prompts “Request
timeout” and will connect again.

Command: ping <camera IP> -t

Confirm whether the RESET button has been pressed accidentally.

www.milesight.com n
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If the problem persists, you can contact Milesight support (support@milesight.com) for help.

Others
None

www.milesight.com


mailto:support@milesight.com

	Description
	Cause
	1.Switch Settings
	2.Smart Tools Settings
	3.PC Settings
	4.Hardware Failure

	Resolution
	Preparation
	1.Switch Settings
	1.1 Standard Mode
	1.2 Multicast Mode

	2.Smart Tools Settings
	2.1 Run as administrator
	2.2 Filter Mode

	3.PC Settings
	3.1 Firewall Limitation
	3.2 Multiple IP address Settings
	3.3 Multiple Network Adapter Settings

	4.Hardware Failure
	4.1 Confirm Hardware Issue
	4.2 RESET Button


	Others
	None 


