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1. Introduction

(1) Milesight Smart Remote Management Solution

By deploying it in practical CCTV projects, Milesight CCTV Router UR32S can achieve a
stable and secure connection between on-site surveillance devices and remote side
professional installers or technicians. In this way, Milesight cameras and NVRs can be
managed easily and remotely in a more secure and efficient way.

As it’s tailored for optimizing work efficiency, the key of Milesight Smart Remote
Management Solution is simplicity. With its powerful product combination and simplified
workflow, the solution enables speedy on-site problem solving remotely which greatly
saves your cost and time while also enhances the quality of support service.
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» For End Users: One-click Search & Easy Operation
v' Automatically search for devices connected with router on one-click
v" Configure device permissions for higher security and convenience
»  For Installers or Technicians: Reduce On-site Visits & Solve Site Issues Efficiently
v Remote access to the router and bulk configuration of devices connected to
router
v" Reduce on-site visits, greatly saving time and cost
(2) Related Products

®  Milesight CCTV Router UR32S

® M-Sight Pro APP V3.1.0.6 or above

® Milesight CMS V2.4.0.13 or above

Note: Here is the link to download the software.

http://www.milesight.com/support/download#software

www.milesight.com
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2. Router connection

(1) Hardware Introduction
You can check the router's interface in the picture below:

LTE Cellular Antenna Connector

I Wi-Fi Antenna Connector

LED Indicator Area - |

. - . SIM Card Slot

1
Ethernet Port - - - Power Connector

(2) Router Installation
Step 1: Insert the SIM card into the device according to the arrow icon on the device.

Step 2: Rotate antennas into the antenna connectors. Antennas should be installed
vertically and the device should be placed always on a site with a good signal.

Install the Wi-Fi Antenna Install the Cellular Antenna

Note: If needed, you can install the router on the wall. Drill four holes on the wall by using
your drill and insert four wall plugs into the holes respectively, and then use 4 pcs of M3
x 6 flat head Phillips screws to fix the router on the wall.
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(3) Router Deployment

Connect the WAN port of the router to the same LAN as the devices (including cameras
and NVRs) to deploy the router to your CCTV project.

» Here are two general deployment methods for your reference.

O If your project has been connected to the Internet, you can directly connect the router
to the LAN port of the switch in the project, as shown below.

Milesight Device Switch Third-party Router

= A |

e LAN LAN UPLINK LAN

Milesight Router

WAN

@ If your project is not connected to the Internet, you can connect the router to the
UPLINK port of the switch in the project, and insert a SIM card into the router to provide
network services to the project, as shown below.

Milesight Device Switch Milesight Router
G -
il
e

—— LAN UPLINK

Note: If some of the devices in your project have been connected to the Internet, and the
others are not connected to the Internet, it is recommended to follow method 2 to
reconnect the devices that need to be configured with Milesight Router.

(4) Web GUI Access
UR32S provides web-based configuration interface for management.
Step 1: Check the LAN IP address of the router on M-Sight Pro APP.

www.milesight.com



I\4ilesight Milesight Technology

Remote Maintenance

Router My Devices

Bind the router

Step 2: Enable Wireless Network Connection on your computer and search for access
point “Router_******"(|ast 6 bits of MAC address) to connect it.

Or you can connect your computer

directly to the router's LAN port.

Step 3: After it is connected, type the LAN IP of the router to your Internet browser to log
in the web GUI of routers.

If this is the first time you configure the router, please use the default settings below:
Username: admin

Password: password

Browser: Chrome (recommended)

Milesight

& v |

| ] P |

Note: After you login in, a window will pop up asking you to change the default password
for better security.

www.milesight.com n
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Change Password

Old Password | |

MNew Password | |

Confirm New Password | |

N N

You can also go to System - User Management - Account interface to change the
password.

Username
Change Account Info Enter a new username. You can use.
Network characters such as a-2, 09, """~ The first
| character must be letter or*_"
4 | usemame admin
Old Password
System Old Password

Enter the old password
New Password
General Settings

Confirm New Password Enter a new password

\

L ]

New Password ‘
\

Phone & SMS Confirm New Password

Enter the new password again.
User Management

SNMP

AmA

Device Management

Events.

Maintenance

Step 4: go to Network - Interface - WAN interface, assign a static IP address for the router
as shown below.

o UnkPaioer  Coliar Pt WAN  Bige WA Swih Lok _

. Enable
| WAN Settings Enable WAN function

Port

“The portthat is currently set as WAN port
Interface =g

Connection Type

Select from "Static IP", "DHCP Client” and
"PPPoE" Static IP: set WAN IP manualy
as well as gateway, DNS, etc DHCP Client:
obtain an IP address automatically PPPoE:
PPPOE s a point-to-point protocol over

P Enable

Freval P [

Comnecton Type [ statcre v Ethomet. Use has to nsiall  PPPoE
1Pus Address [1s21687.152 way
Netmask [ 2552852400 JENd Addcess

IP Passthrough 1Pvé Gateway [1s216871 | Intemet. E.g. 192.168.12.

Ry 1PV Address [[f0-26e1 24t 1163 CImEn

DDNS IPv4 Gateway
T (T Seth gteway or AN por' Pus
1Pua Primary DNS [19216871 Sikes
Pud Sacondary DNS [ees8

S the 1PV address which can access
— Intemet. The default address is IPY6

1PV Primary DNS [ adaressgoneratod fom s Mac addess of
the WAN port

Maintenance

s Secondany NS \
e Prfis Lengn
St P prfcongh o ony o
many ok of Gl Unicas P adtess
i s ar thers  natork art. For s, in
20019038 0500 00016, th b 64
i st dontyhat e st 4 s re |

Then go to Network - Firewall - Security interface to enable remote access service of
HTTP port.

Enable NAT

www.milesight.com
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Status AcL Port Mapping oMz MAC Binding Custom Rules sPI

e —

Prevent Attack

| Prevent Attack DoS/DDOS Protection

Enable/disable Prevent DoS/DDoS Attack

Network

D0S/DDGS Protecion o
torface Access Service Control
| Access Service Control Port

DHCP 4 Set port number of thesenices. Range: 1

Remote e
HTTP

Users can log in device locally via HTTP.
‘and control it through Web after the option
a s checked. The dafault port s 80.

Service Port Local
Firewall

HTTP 80

4]

Qos

HTTPS a3

(]

VPN HTTPS

o Users can log in device locally and
remotely via HTTPS and controlt through

o Web afer the opton is checked. The
default portis 443

TELNET 2

4]

1P Passthrough
SSH 2

o

Routing

TP 21

4]

o TELNET

VRRP Users can log in the device locally and
remotely via Telnet after the option is

[Ensheiccking) checked. The default port s 23,

DDNS

e —— =

Users can log n the device locally and
System

URL Blocking

oy S o e &

ot T sy

P—— X

Sprim 2 ‘ /@ P

Userscniog it ok ity

e TP o b
i g e

Sava Remote

e e

Wesee Biocking

Then Configure the IP address of computer manually or automatically.
® Go to “Control Panel” — “Network and Sharing Center”, then click “Ethernet” (It may
have different names).

52 Network and Sharing Center - u] *
« « 4 A « Network and Intemet > Network and Sharing Center v || [ Search Control Panel P
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Accesstype  Intemet
Change sdvanced sharing Yeastar5G ¥ e = T
: "
setinge Giiiiia omeGroup: eady to create
Connections: 4l Wi-Fi (YeastarSG)
Accesstype o network access
Identi
iyhoges Connections: § Eihemet
Change your networking settings
G§ Set up s new connection or network
Set up 2 broadband, dial-up, or VPN connection;
[ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Infrared
Intemet Options
Windows Firewall

® Go to “Properties” — “Internet Protocol Version4 (TCP/IPv4) Properties”, select
“Obtain IP address automatically” or “Use the following IP address” to assign a static
IP manually within the same subnet of router.

General

Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(®) Obtain an IP address automatically
(D) Use the following IP address:

IP address:

@0

Breferred

Validate settings upon exit

i

(0) Use the following DNS server addresses:

o 1

A‘d[ancet‘ﬁ....‘

Cancel

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically

(®) Uge the following IP address:

Obtain DMS server address automatically
(®) Use the following DNS server addresses:

192 .168 . 13,253

IP address:

Subnet mask:

Default gateway:

Preferred DNS server:

Alternate DNS server:

H

[Jvalidate settings upon exit | Advanced...

o]

Cancel

® You can access the router’s web GUI via this static IP address directly.

www.milesight.com
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Note: If you need to remotely manage devices through this router, please make sure
that the property of LAN1/WAN port is set to "wan” and the connection type of WAN
port is set to "Static IP” or "'DHCP Client”.

“Foryour deviee seeurty. please change e dafedl passriord!

Link Failover Cellular 2 WAN Bridge WLAN Swiich Loopback
| Port Setting 3
Network
Port Status Property /Speed Duplex
el LANIMAN [w v [[wen o] [0 v [awe 4]
DHCP LANZ | up v| | lan v| | auto v‘ | auto v|

Firewall

Save

QoS

= y T g‘ ';'li o l'_,j’,‘“' e -..”.! )

Link Failover Cellular Port 2 | wan Bridge WLAN Swiich Loopback
| WAN Settings
Interface o WARET
DHCP Enable 8

— Part [ Lantwan Z |

Static IP

Connection Type

IPv4 Address DHCP Client
BPPoE
Netmask DHCPv8 Client

Dual-Stack Lite

IP Passthrough IPvd Gateway 1921687 1

Maintenance

1Pv6 Primary DNS |

Dhking 1PV6 Address [ re0 2821 24ftert 123 |
e Prefix Length | 64 ‘
1Pv6 Gateway | ‘

oo MU [0 ]
System 1Pv4 Primary DNS [1s2 16871 ‘
IPv4 Secondary DNS [28s8 ‘

\

\

1Pvé Secondary DNS |

Enable NAT

Multiple IP Address

3. Configure device permissions on APP

www.milesight.com
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Step 1: Enable Wireless Network Connection on your mobile phone and search for access
point “Router_******"(|ast 6 bits of MAC address) to connect it.

< Settings WLAN
WLAN " @
Lot rrree] = ®
CHOOSE A NETWORK...
123.5G a = (i)
302.5G6 8 = (i)
303 a = ()
ASUA 2.4 a =)
Max-link a = (D)
meiyilai 8 =0
Milesight-AP a =0
Milesight-AP-5G a7 ()
Milesight-Free a =0

Note: The router’s Wi-Fi will be automatically turned on after you install the Wi-Fi antenna
and power on the router.

Step 2: Open the M-Sight Pro APP, search for and bind the router as shown below.
Username: admin
Password: password

E‘Iﬁe

[) Live View —
Eﬂ Playback -

a:--] Device Manager

Il

Remote Maintenance

Router My Devices

Sharing Manager Searching router, please wait...

Group Manager
] File Manager

Alarm A

{ General

Milesight
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Router My Devices

Username

]
Password é

/

/
Bind the router

Note: If the router cannot be found, we recommend clicking the help button to solve the

problem.

= . Hel
= Remote Maintenance

(Can't find your Router?
Router My Devices =

Possible reasons are as follows:
-
! | 1. Make sure the Router Model is UR32S.
2. The phone is not connected to your router. Please
check the Wi-Fi connection.
No router found.

3. Your router is not connected to current network.
Please check the network connection.

- ‘

Recommended network connection.

Milesight Device Switch Milesight Router
1] 7
or o
£ 22l
S { M
Milesight Device  Switch Third-party Router

Milesight Router

If your project is not connected to the Internet, after logging into the router, you need to
select the network access mode to complete the network settings.

www.milesight.com n
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— Network Settings

Skip

Set the Internet access mode:

‘ 4G(Recommended) (/] ’

WAN

» There are two network access modes are available as shown below.

“— SIM Card Settings «— WAN Settings

Skip
Skip p
SIM Card Connection Type
SIM1 v Static IP v
APN IPv4 Address
192.168.7.152
Username Netmask
255.255.240.0
Password IPv4 Gateway
192.168.7.1
PIN Code MTU
1500

4G WAN

Step 3: Select the devices you want to share with installers or technicians from the list of
detected devices.

www.milesight.com
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10:01

Select Sharing Devices

Please select the devices youwantto
share with installers from detected d...

NETWORK CAMERA

192.168.1.11

Network Camera

192.168.2.21

0924 1630start

192.168.2.110

Network Camera

192.168.2.1M

Network Camera / =

Step 4: Go to My Devices interface to modify sharing permissions and router
configuration.

Remote Maintenance

Router

® Router FIFIE2 v
NETWORK CAMERA
o 192.168.1.11 O >

Save successfully. Please go to My Devices
interface to modify the sharing permission. 0924_1830start >

‘ 192.168.2.110

Network Camera
192.168.2.112

Network Camera
192.168.2.114

Network Camera

/ 192.168.2.121 >
Nerwork Camera >

Note: Turn on the switch ta set permission to installers

It supports to enable or disable device sharing with one click.

www.milesight.com
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18:03

Remote Maintenance

Router My Devices

@ Router FIF1E2 v \

NETWORK CAMERA
192.168.1.11 o >

Network Camera
192.168.2.21

0924 1630start
192.168.2.110

Network Camera
192.168.2.1M

Network Camera
192.168.2.112

Network Camera

Nate: Turn on the switch to set permission to installers

You can also click * "’ button to check the status of the WAN port or the SIM card

interface as shown below.

Or you can click *

www.milesight.com

¥

:
&3

Remote Maintenance

Router My Devices
@ Router_FIF1E2
Interface ‘ Status
>
Cellular-SiM1
Cellular-SIM2
D >
WAN @
Network Camera O N
192.168.2.21
0924 1630start D 5
192.168.2.110
Network Camera () N
192.168.2.1M
Network Camera &/ .
Note: Turh on the switch to set permission to installers

" button to modify the network configurations of the router.
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WAN Settings

(81 Network Settings

<« WAN Settings G Network Settings

Skip Skip
Connection Type Set the Internet access mode:
Static IP

AG(Recommended) [] ]

IPv4 Address DHCP Client
192.168.7.152 Static IP WAN
Netmask
266.255.240.0

IPv4 Gateway

192.168.7.1

MTU

1500

M -

WAN Settings Network Settings

Note: The default connection type of the router's WAN port is DHCP Client. You can
manually switch to the Static IP type on the WAN settings interface, and configure the
router and the device to share the same network segment to manage these devices
remotely from Milesight CMS side.

www.milesight.com
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4. Remote management on Milesight CMS

Step 1: Open Milesight CMS, go to Remote Maintenance interface.

Milesight Milesight Milesight

Note: In User interface, you can configure Remote Maintenance permission for the user
as shown below.

cccccc

Step 2: Click “Add Router” button, enter the SN code, Router Name, User Name and
Password, and then click “Add” button to add the router.

www.milesight.com
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I © tiveview Xl 2 Remote Maimenonce %
;

Add Router Device Type: Refresh User Name: ] Password: Maintenance Network  Video Audio Image  Ched >

2

Add Router X

N: (622482295525

Note: You can check the SN code on the sticker or web GUI of the router.

After the router is successfully added, it will be displayed in the list on the left side, you

can click the El button to delete it, or you can click the " button to configure the

router.
Router Settings x Router Settings X

Basic Settings  WAN Settings Basic Settings ~ WAN Settings
SN: (522483523281 ] Connection Type: | DHCP Client M
Router Name: {router'l ] MTU:
User Name: [admin ] Use Peer DNS: v/
Password: [llllllll l Enable NAT:
Network Status: G S

SinM1 No SIM Card

WAN Enabled

OK Apply oK Apply
Basic Settings WAN Settings

Step 3: The devices shared by the end user will be listed here. Select the device type,
check the device you need to configure, then enter the user name and password, and you
can modify the device parameters on the right side.

www.milesight.com
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Milesight

admin & B

3
User Name: [admi Passwore d: [eeeeeeee ]
® MaC Model Sttu Web.
1921682154 1CC3H162A084E MS-C2975-RPC - e
1921684221 1CCH6CRO134 MS-C2941-X23TPC e
1921681012 1C:C31627:08:18 MS-C5364-PB L
192.168.10.44 1CC362107:1F MS-C2963-PB e
c Network Camera 19216810243 1C:C31621A260 M. Cade3-pe e
[ Network Camera 19216810246 1C:C31621220 M. Ca4e3-pe e
c Network Camera 19216810247 1CCH1E2TAZAS Ms-Cadg3-pe e

Upgrade

Loco Upgrade ) [ upgred.

Restore after upgrading

Online Upgrade Check

Reboot

Configuration File
Diagnose File

DateiTime

Apply

Currently the following configurations are supported:

v" Maintenance: Device Upgrade/Reboot/Reset/Configuration File/Diagnose File/Time

Syn

v" Network: Device Activation/Network Settings/DDNS Setup/UPnP Setup
v' Camera Configuration: Video/Audio/Image parameters in detail
v NVR Management: Channel Status

Click the apply button, it will display "Modified successfully" in the status column.

Add Router User Name: [admin Password: [saseasas
B routent 20 ® MAC Model Stotus web
1216215 TCCaT62AR4E Ms-Cos7s-RPC &
1921604221 freceeTn Ms-Costa3TPC Nodiedsuccestaly | 8
12161012 Tccatsanons Ms-Cs364-58 &
1921104 1ccat621071F ws-C2963-68 e
wC Juan- Ce3.78 10216810179 1ccatsanaTAT s-cets1pe
wc Nework Camers 10216810243 tecatsatAze ws-cets-p8
wc Wt Comes 10216810247 1ecasanAzAS wis-cats-p8 e

Maint Network  Video  Audi Image »
Upgrade -
Local Upgrade ( 5] uporade
Restore after upgrading
Online Upgrade Check
Reboot

Note:

OIf the configuration fails, you can also check the reason in the status column.

www.milesight.com
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Status
Failed te modify

Modified successfully

Pazzword error

Password error

Failed to access device

Pazsword error

Pazzword error

Password error

Password error

@It also supports batch configuration, just check multiple devices that need to be
configured, and then enter the same username and password.

admin @ B ENzx ¥ _ O X

© LveView x| £ Remote Maintenance x
Add Router User Name: [sdm Password: [sesssens ) || | Mainter e el i s T
A routert Z @ ® MaC Model Status Web.
Upgrad -
1921682154 1CCHIB2A084E MS-C975-RPC e
1921684221 1CCHIECRON4 Ms-C2941-X25TPC & Local Upgrad Upgrad
192.168.10.12 1C:C3:16:27:08:18. MS-C5364-PB. e Restore after upgrading
192.168.10.44 1CCHIB2LOTIF Ms-C2963-P8 & OniRelipg, Check
pc 192:168.10.179 1CCI6214TAT Ms-Cad63-PR e Reboot «
9 19216810243 1CCH1621A280 MS-Cadg3.PR & o 4
[ 1921681026 1CCHIE21A220 Ms-Cai63.08 & = «
[ 19216810247 TCCHIE2IAZAS Ms-Cade3-Pe e «
“
Apply

e

Step 4: Click the * ™ ' button to access the web GUI of the device for further

configuration.

www.milesight.com
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3 C & Notsscure [ 16c316250733-4csgedt2ra miestghtcom/#/mame | @ @

sk ] Reading it

Milesight

~ Network Camera —

Copyright © 2002 Milesight. All Rights Reserved

—— END —
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